Steps to Connect to the Staff Wireless Network (WhitStaff) with Windows Vista

From the start menu, click on the Control Panel:
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Click on Manage Wireless Networks under
Tasks:

Connect to a network

Manaae wireless networks *f I E

Set up a connechion or network

Manage network connections

Diagnose and repair

.« Not connected
&

You are currently not connected to any networks.
Connect to a network

Click on the Add button:

ey peale

v Control Panel » Manage Wireless Networks = | 4 | | Search

Manage wireless networks that use (Wireless Network Connection)

Windows tries to connect to these networks in the order listed below. To change the order, drag a network up or down in the list. You can also add or
remove network profiles.

To see networks that use a different wireless network adapter, click Change adapter below.

|4! Add | *d Change adapter - @ Adapter properties a Profile types ":E Metwork and Sharing Center

[ Add a wireless network h




Select the manually create a network profile option:
==

U ! Manually connect to a wireless nebwork

How do you want to add a network?

E&.n Add a network that is in range of this computer
This shows you a list of networks that are currently available and lets you connect
to one. Once you connect, a profile for the network is saved on your computer.

S % Ak Manually create a network profile

This creates a new network profile or locates an existing network and saves a profile
for the network on your computer. You need to know the network name (S5ID) and
security key (if applicable).

%  Create an ad hoc network
This creates a temporary network for sharing files or an Internet connection

For the network name enter WhitStaff (case sensitive) and for the security type select WPA2-Enterprise,
and set the encryption to AES. Make sure both the bottom boxes are checked and click next

i
@ il Manually connect to a wireless network
Enter information for the wireless network you want to add
Metweork name: WhitStaff
Security type: [WPAZ—Enterprise "]
Encryption type: [AES v]
Security Key/Passphrase: |_| Display characters

[¥] Start this connection automatically

Connect even if the network is not broadcasting
Warning: If you select this option, your computer's privacy might be at risk.

L Mext ][ Cancel




Select Change connection settings:

Manually connect to a wireless netwark
_ J——
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Successfully added WhitStaff

2 Connect to...

Open the "Connect to a network” dialog so I can connect.

% “* Change connection settings

COpen the connection properties so that [ can change the settings.

On the Security tab uncheck the cache user information box and click setting:

secuty

Choose a network authentication method:
| Microsoft: Protected EAP (PEAP) ~ || settings... |

H Cache user information for subsequent connections
to this network




Uncheck Validate Server certificate and click Configure

Protected EAP Properties

\Wher-coppecting:

[Taalidite server certificate:

[] aBa.ECOM Root Ca ~
[] Autaridad Certificadora de la Asociacion Macional del Motaria —
[] autaridad Certificadora del Colegio Macional de Correduria P
[] Baltimore EZ by DST
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Select suthentication Method:

|Secured password (EAP-MSCHAP w2) W |

[ ]Enable Fast Reconnect

[ 04 H Cancel ]

On the EAP MSCHAPv2 Properties page uncheck Automatically use my Windows logon name and
password (and domain if any). and click OK.

EAP MSCHAPv2 Properties (%]

Ywhen connecting:

{ o

I wutomatically use myp Windows logon name andé
ipazsword [and domain if any]. {

[ ak. ][ Cancel ]

Click OK to close the Protected EAP Properties, click OK to close the Wireless Network Properties.



You should see a box pop up near your system clock asking to: Click here to select a certificate or
Additional information is required to connect to WhitStaff. Click the popup

Ak Additional information is required to connect to WhitStaff. *

= Clickto provide additional information and connect

In the Enter Credentials box, type in your username, and password. For Logon domain enter ADMIN

Enter Credentials ﬁ

User name: username

Passwmd: LI LA L L L L]

Logon domain: | ADMIN

[ ]5awve this user name and password for future use

Lo ]| [ conce




Initial connection may take a while; after you are connected you can close out of all open windows
except the Network and Sharing center to see if you are connected:

!0.? =l

Network and Sharing Center

View computers and devices

- View full map
Connect to a network

2 - ——
Manage wireless networks l&] h;l
o =

Set up a connection or network : =t
whitworth.edu Internet
Manage network connections
Diagnose and repair
5.‘ whitweorth.edu (Domain network) Customize
Access Local and Internet
Connection Wireless Metwork Connection (WhitStaff) View status [
21! Signal strength: Good Disconnect 1

|28 Sharing and Discovery

Metwork discovery o Off C
See ako File sharing @ Off @
Bluetooth Devices Public folder sharing @ Off ‘__\_(:)
Internet Options Printer sharing @ Off I::\D
Symantec Livelpdate Media sharing @ Off @

Windows Firewall

Show me all the files and folders [ am sharing |
Windows Mohbile Device Center . LS
Show me all the shared network folders on this computer

P




SafeConnect is a new system Whitworth is using to ensure all computers connected to the
network are running current antivirus and are updated. If your computer is not running the
current required software it will be blocked from sending traffic across the network. Below are
instructions for Windows PCs, but Macintosh must follow a similar procedure not displayed. At
the end of these instructions is a list of acceptable antivirus software. Whitworth is no longer
providing antivirus software.

The first time you connect to the network or internet you will need to do the following:
(Note: This is only required the first time)

1) Open Internet Explorer (other browsers may not be supported) and go to any web page other
than www.whitworth.edu, like www.cnn.com; you will get following page.
Logon using your network/e-mail username and password.

Welcome to the Network!

We require you to authenticate before proceeding

Click Here To Read Our Full Policy

p: .,

Metwork Username; wssidal

Password: seeseessns . _
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2) Select Yes | will install ...

Welcome to the Network!
In order to ensure a safe operating environment for all users of the campus
metwork, all computers are required bo install and run varicus software to
ensure a safe operating envirenment (anti-virus software, appropriate

security pabtches, etc.). Te ensure compliance, we require that all users install
n seftware policy hey.

Click here to read the full Palicy
Click hers to read the FAQ
¥ew, I will install the SafeConnect Policy Key Cliant and accept the terms and
conditions for Internet Use
When the initial File Download box comes up, please click "Open.”
Maticaps & FiraFox uidars, pleass click "Sava™ and whan thae file finishas
downlaading,
click on the nstaller,
100 NOT ACCEPT

I you elick "1 DO NOT ACCEPT” yeu will not have intarnet access,

3) Run this program - twice


http://www.whitworth.edu/�
http://www.cnn.com/�

T2 LRI = LT L LY 3| | Internet Explorer - Security Warning
Do you want to fun or save this file? Do you want to run this seftware?
K Marie:  servicelnstaller.exe ] Name: Servicelnstaller.exe
Type: Application 19205 7 ) : |
Fram. autnimy ] |eom Publisher: Impulse Point LLC I
Bun Save [ canca | [7] More gptions ! Run ‘ Don't Run |
Iﬂ While ﬁleg from the In}ernetcanbeluseﬁd. this file type cannohamalllsf . ‘i While files from the Internet can be wseful, this file type can potentially harm
= v e ac putiectneke sol s dope S v 2 ’ ur computer. Onky run software from publishers you trust. What's the risk?
- sofware. Whefs e sk? yo P ¥ ‘What's the risk?

4) Select Install and the OK

The SafeConnect Client has been
successfully installed and is operating
normally.

Click "Install” to install
the SafeeConnect service.

Safe*Connect Safe*Connect

[ ]
In:all Cancel | OI [

5) You will have network and internet access once you reboot your computer. If your computer
does not have the required software, a web page will be displayed stating the problem. If you
need further assistance, you can call the help desk at 509.777.3911 (x3911).

List of Acceptable Antivirus Programs:
Authentium

Avast

AVG/ AV Guard

Bitdefender

EZ AntiVirus

Kaspersky

McAfee /IMcAfee NA/ McAfee 45
MS OneCare / Forefront

NOD32

Sophos

SpySweeper AV

Symantec / Symantec Corp
TrendMicro /TrendMicro Corp
ZoneAlarm




