Steps to connect to the Student Wireless Network (WhitStudent) with Windows 7:

From the start menu, click on the Control Panel:
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Double-click on the Network and Sharing Center Icon:
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Click on Manage Wireless Networks under Tasks:
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Tasks .
Network and Sharing Center
View computers and devices
Connect to a network
Manaae wireless networks &j = E U
Set up a connection or network -
Internet

Manage network connections

Diagnose and repair

s.- Not connected

You are currently not connected to any networks.
Connect to a network

Click on the Add button:
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Manage wireless networks that use (Wireless Network Connection)

Windows tries to connect to these networks in the order listed below. To change the order, drag a network up or down in the list. You can also add or
remove network profiles,

To see networks that use a different wireless network adapter, click Change adapter below.
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Select the manually create a network profile option:

@ ' Manually connect to a wireless network
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How do you want to add a network?

Add a network that is in range of this computer

This shows you a list of networks that are currently available and lets you connect
to one. Once you connect, a profile for the network is saved on your computer.

Manually create a network profile

» This creates a new network profile or locates an existing network and saves a profile

for the network on your computer. You need to know the network name (SSID) and
security key (if applicable).

Create an ad hoc network
This creates a temporary network for sharing files or an Internet connection




For the network name enter WhitStudent (case sensitive) and for the security type select WPA2-
Enterprise, and set the encryption to AES. Make sure both the bottom boxes are checked and click next:
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‘ Enter information for the wireless network you want to add

Network name: WhitStudent
! Security type: [WPAZ-Enterprise "] 8
)

Encryption type: [AES ']

Security Key/Passphrase: ’ ‘ [ | Display characters

Start this connection automatically

[V]:Connect even if the network is not broadcasting:
Warning: If you select this option, your computer's privacy might be at risk.

[ Next ][ Cancel ]
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Select Change connection settings:

I'\...J'I 2! Manually connect to a wireless network

Successfully added Whitstudent

< Change connection settings
Open the connection properties so that I can change the settings.

Close

On the Security tab uncheck “remember my credentials” box and click settings:
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Security type: |WPAZ-Enterprise -

Encryption type: [AES v]

Choose & netwaork authentication method:
Microsoft: Protected EAP (PEAF) || settings l

[|Remember my credentials for this connecimTrE=TT
time I'm logged on




Uncheck Validate Server certificate and Enable Fast Reconnect and then click Configure

Protected EAP Properties ﬂ

When connecting:

I [] validate server certificate I

Connect to these servers;

Trusted Rook Certification Authorities:
W] Class 3 Public Primary Certification Authority | -
[7] Entrust.net Secure Server Certification Authority i
[7] Equifax Secure Certificate Authority ‘
[7] Globalsign Root CA

[] GTE CyberTrust Global Root

[ http:/fwww. valicert.comf

[] Microsoft Root Authority -
4 | ] [ 3

[

Do not prompt user to authorize new servers or trusted
certification authorities,

Select Authentication Method:

[Secured password (EAP-MSCHAR v2) -

Iﬁ Enable East Reconnect I

|| Enforce Metwork Access Protection
[] Disconnect if server does not present cryptobinding TLV
[ Enable Identity Privacy

¢ Configure... |

Ok ] [ Cancel

On the EAP MSCHAPv2 Properties page uncheck Automatically use my Windows logon name and
password (and domain if any). and click OK.

EAP MSCHAPv2 Properties

When connecting:
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| wutomatically use myp Windows logon name and
ipazzword [and domain if any).

[ 1] l [ Cancel ]




Click OK to close the Protected EAP Properties, click OK to close the Wireless Network Properties.

You should see a box pop up near you system clock asking to: Provide additional information for
connections to the network WhitStudent. Click the popup

ASi Additional information is needed to connect WhitStudent. ™ *

=, Click to provide additional information.

In the Network Authentication box, type in your Network username, and password.

Windows Security —" u 1
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Metwork Authentication

Please enter user credentials
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You can close out of all open windows except the Network and Sharing center to see if you are

connected as well:
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SafeConnect is a new system Whitworth is using to ensure all computers connected to the
network are running current antivirus and are updated. If your computer is not running the
current required software it will be blocked from sending traffic across the network. Below are
instructions for Windows PCs, but Macintosh must follow a similar procedure not displayed. At
the end of these instructions is a list of acceptable antivirus software. Whitworth is no longer
providing antivirus software.

The first time you connect to the network or internet you will need to do the following:
(Note: This is only required the first time)

1) Open Internet Explorer (other browsers may not be supported) and go to any web page other
than www.whitworth.edu, like www.cnn.com; you will get following page.
Logon using your network/e-mail username and password.

Welcome to the Network!

We require you to authenticate before proceeding

Click Here To Read Our Full Policy
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Network Username: wssidol ‘
Password: seeesseses N _
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2) Select Yes | will install ...

WHITWORTH

Welcome to the Network!

In order to ensure a safe operating environment for all users of the campus
all are to install and run various software to

ensure a safe ] , Appropi
security patches, etc.). To ensure compliance, we require that all users install
a software policy key.

Click here to read the full Policy
Click here to read the FAQ
Yes, Lwill install the SafeConnect Policy Key Client and accept the terms and
conditions for Internet Use
When the initial Flle Download box comes up, please click "Open.”
Netscape & FireFox users, please click "Save™ and whaen the file finishes
downloading,
click on the installer,
10O NOT ACCEPT

If you click "I DO NOT ACCEPT" you will not have internet access,

3) Run this program - twice
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4) Select Install and the OK

The SafeConnect Client has been
successfully installed and is operating
normally.

Safe*Connect SafeeConnect

Click "Install" to install
the SafeeConnect service.
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5) You will have network and internet access once you reboot your computer. If your computer
does not have the required software, a web page will be displayed stating the problem. If you
need further assistance, you can call the help desk at 777-3911 (x3911).

List of Acceptable Antivirus Programs:
Authentium

Avast

AVG/ AV Guard

Bitdefender

EZ AntiVirus

Kaspersky

McAfee /IMcAfee NA/ McAfee 45
MS OneCare / Forefront

NOD32

Sophos

SpySweeper AV

Symantec / Symantec Corp
TrendMicro /TrendMicro Corp
ZoneAlarm




